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AIRPORT CYBERSECURITY TRAINING
April 12, 2018

Tampa International Airport (TPA)
4160 George J. Bean Parkway Suite 2400, Tampa, FL 33607

Summary and Objectives
The Department of Homeland Security (DHS) is offering an opportunity for airport authorities to 
participate in a two-day, no-cost, cybersecurity training course hosted by Tampa International Airport 
(TPA). 

DHS launched the Aviation Cyber Initiative in 2016, to identify and mitigate cyber vulnerabilities 
affecting safe operation of commercial airplanes within the nation’s aviation ecosystem. Improving 
cybersecurity at U.S. airports is a key element of this initiative.

The course will provide participants with basic concepts for performing cybersecurity assessments of 
wireless access applications at airports. Trainees will learn techniques for identifying Wi-Fi access points 
within the airport environment, analysis methods for determining wireless security gaps, and 
recommendations for improving their defenses to defeat potential threats. Participants will also have an 
opportunity to interface with other airport authority representatives to share concepts and lessons 
learned in cybersecurity best practices.

Who Should Take the Course
This course is designed to assist airport network and security administrators to learn techniques for 
identifying security gaps and managing wireless access to networks, along with improving the overall 
cybersecurity posture at your airport.

The following basic skills will be helpful, but are not required to participate:

• Understanding of and experience in Wi-Fi configurations and basic operations

• Experience in configuring Wi-Fi access points and clients

• Basic understanding of network traffic analysis

• Working knowledge of Linux

Course Curriculum
Course curriculum will include the following;

• Recommended tools for identifying and assessing wireless access points:  hardware, software 
install, setup, and configuration

• Wireless technology overview
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• Basic overview of 802.11(x)/Wi-Fi:

- What the access point does – beaconing, authentication, management
- Authentication – Shared key, MAC filtering, SSIDs (Hidden and broadcast)
- Wi-Fi encryption – Open, WEP, WPA, WPA2
- 2.4 GHz and 5 GHz radio frequencies
- What is acceptable versus recommended Wi-Fi security?

• Potential attack vectors for Wi-Fi configured with WEP or WPA with TKIP

• Why network printers are a target

• Overview of 802.15.4/Zigbee protocol and networks

• Passive packet sniffing/monitoring

• Packet data analysis using assorted tools and scripts

Preparing for the Course
Each participant will need the equipment noted below to participate in the hands-on portion of the 
training. Besides the laptop, the required hardware can be purchased online for less than $200.00. A 
USB drive with the related software will be provided at the course.

Equipment

• Laptop with 8GB RAM, 2 USB ports, 40GB of free disk space 

• 2.4 GHz Wi-Fi USB Adapter with Atheros Chipset, e.g., TP-Link WN722N (Version 1 only)

• 5 GHz  Wi-Fi USB adapter with RT3572 Chipset, e.g., Alfa AWUS051NH 

• Multi-port USB adapter, e.g., Plugable USB 3.0 3-port Hub

• Texas Instruments CC1111 USB Evaluation Module Kit, 868/915 MHz 

• Texas Instrument CC2531 USB Evaluation Module Kit, 2.4 GHz 

Software

A VMWare virtual machine will be supplied to the students with appropriate software tools installed and 
configured with the above hardware so that students may run the environment in their installed 
VMWare Player.
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Agenda
Thursday, April 12, 2018

Time Topic

7:30 AM Registration
Welcome and introductions – ACI Overview

8:00 Classroom training 
• Equipment and tools set-up
• Concepts in wireless technology
• 802.11 Basics – Wi-Fi

9:30 Break

9:45 Classroom training (continued)
• Attack vectors
• 802.15 basics

11:00 Preparing for packet capture and data collection

11:30 Working Lunch – FBI Presentation

12:30 PM Hands-on application: Data gathering in airport
• Passive scanning and monitoring

2:30 Data analysis tools and techniques
• Understanding the data
• Potential security gaps

4:00 Guidance and recommended practices
• Improving your cybersecurity posture

4:30 Airport information sharing
• Lessons learned and best practices from airports
• Aviation-ISAC

Questions and closeout

5:30 Adjourn

        

Friday, April 13, 2018 - Optional
Time Topic

8:00 – 
11:00 a.m.

Data Collection Hands Follow-up as needed




